USB

USB USB
1 USB
PC USB 480 Mbps
USB
hub
USB host controller
USB USB
USB
USB
1/0
USB
2
USB
class
1 Linux USB USB
GPL

324



325

USB
USB
USB
Linux USB host
device USB
USB USB USB
USB “ USB " USB device
drivers USB “ USB " USB gadget
drivers Linux
USB USB
USB
13-1 USB
USB USB USB
USB USB

VES Y

usB

UsB

UsB

13-1 USB
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USB

USB USB http://www.usb.org
Linux USB USB core
USB 13-2 USB
USB USB
USB
””” Devie |
Interf: ' USB
nterface | ——
Config Endpoint ‘
Endpoint !
Endpoint
o us I
Interface = diver
Endpoint
Endpoint |
Endpoint
13-2 USB
USB endpoint USB
USB
USB
USB “ 0" USB

USB
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USB
USB
USB USB

bulk
USB

isochronous

USB

struct usb_host endpoint USB
struct usb endpoint descriptor
USB

bEndpointAddress
USB 8
USB_DIR_OUT USB _DIR_IN

bmAttributes
USB_ENDPOINT XFERTYPE MASK
USB_ENDPOINT XFER ISOC USB ENDPOINT
XFER_BULK USB_ENDPOINT XFER INT

wMaxPacketSize
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wMaxPacketSize
USB
bInterval
“ " Linux
USB USB Linux
USB USB USB
USB USB USB
USB USB USB
Linux
USB
0
USB
struct usb interface USB USB
USB USB
struct usb host interface *altsetting
struct
usb_host interface struct usb_host endpoint

unsigned num altsetting

altsetting

struct usb _host interface *cur_altsetting

altsetting
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int minor
USB USB USB

usb_register_ dev

struct usb_interface USB
USB USB
Linux USB
Linux struct usb_host config USB struct
usb_device USB USB

include/linux/usb.h

USB struct usb_interface
struct usb_device USB

interface to usbdev

struct usb device USB

struct usb_interface

USB

USB  Sysfs

USB sysfs USB
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device

/sys/devices/pci0000:00/0000:00:09.0/usb2/2-1

struct usb device

sysfs

[-- 2-1:1.0
|-- bAlternateSetting

bcdDev

devnum

maxchi
power

speed

USB

| -- bInterfaceClass
| -- bInterfaceNumber
| -- bInterfaceProtocol
| -- bInterfaceSubClass
| -- bNumEndpoints

|-- detach state
|-- iInterface
T -- power

- state

ice

idProduct
idvendor

1d

-- state

- version

bConfigurationvalue
bDeviceClass
bDeviceProtocol
bDeviceSubClass
bMaxPower
bNumConfigurations
bNumInterfaces

bmAttributes
detach state

struct usb_device

PCI

/sys/devices/pci0000:00/0000:00:09.0/usb2/2-1

USB

USB

USB

USB

struct usb_interface

struct

/sys/devices/pci0000:00/0000:00:09.0/usb2/2-1/2-1:1.0

USB

PCI

USB

USB

root hub

USB
USB
USB

sysfs
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USB
usb2 USB
USB
1
USB 2-1 USB
sysfs USB
2-1 USB
2-1:1.0
USB sysfs
USB USB
USB USB sysfs
idVendor idProduct bMaxPower
bConfigurationValue USB
USB
USB
sysfs USB
usbfs
/proc/bus/usb/ /proc/bus/usb/devices
sysfs USB
usbfs USB
USB
SANE
USB urb
Linux USB urb USB USB
struct urb include/linux/usb.h
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urb / USB USB /
1/0 kiocb struct skbuff
USB urb
urb urb
urb urb
. USB
o USB
. USB USB
. USB USB
o USB USB
. urb USB USB
urb urb USB
urb
urb
urb USB "
struct urb
struct urb USB
struct usb device *dev
urb struct usb device urb USB

USB

unsigned int pipe
urb struct usb device

USB USB

urb
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unsigned int usb sndctrlpipe (struct usb device *dev, unsigned int
endpoint)
USB ouT

unsigned int usb rcvctrlpipe (struct usb device *dev, unsigned int
endpoint)
USB IN

unsigned int usb_sndbulkpipe (struct usb device *dev, unsigned int
endpoint)
USB ouT

unsigned int usb_ rcvbulkpipe (struct usb device *dev, unsigned int
endpoint)
USB IN

unsigned int usb sndintpipe (struct usb device *dev, unsigned int
endpoint)
USB OouT

unsigned int usb rcvintpipe (struct usb device *dev, unsigned int
endpoint)
USB IN

unsigned int usb sndisocpipe (struct usb device *dev, unsigned int
endpoint)
USB ouT

unsigned int usb rcvisocpipe (struct usb device *dev, unsigned int
endpoint)
USB IN

unsigned int transfer flags
USB urb

URB_SHORT_NOT_OK
IN USB
USB urb urb

URB_ISO ASAP

urb urb
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urb

urb

URB_NO_TRANSFER _DMA MAP
urb DMA

transfer dma

URB_NO SETUP DMA MAP
URB_NO TRANSFER DMA MAP
urb USB
setup_packet

URB_ASYNC UNLINK

urb  usb_unlink_urb

URB_NO_FSBR

UHCI USB
Front Side Bus Reclamation
CPU
urb
URB_ZERO_PACKET
urb
IR
URB_NO_INTERRUPT
urb
urb
DMA
void *transfer buffer
OUT urb

dma_addr t transfer dma
DMA USB

urb start_frame

start frame

USB

transfer buffer

DMA
setup dma
urb
UHCI
PCI
USB USB
USB
IN urb
kmalloc
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int transfer buffer length
transfer buffer transfer dma urb

0 USB
ouT USB

USB urb USB

unsigned char *setup packet
urb

urb

dma_addr t setup dma
urb DMA

urb

usb complete t complete
urb USB
USB urb

urb

usb_complete t
typedef void (*usb_ complete t) (struct urb *, struct pt_regs *);

void *context
USB urb

int actual length
urb urb OUT urb urb
IN urb IN urb transfer
buffer length

int status

urb USB urb
USB urb “
urb " urb USB
urb 0 urb

urb iso frame desc
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urb

-ENOENT

urb  usb_kill_urb

-ECONNRESET

urb  usb_unlink_urb

URB_ASYNC_ UNLINK

-EINPROGRESS

urb USB

-EPROTO

urb

° bitstuff

-EILSEQ

urb CRC

-EPIPE

-ECOMM

urb

-ENOSR

OUT urb

-EOVERFLOW

urb “ babble ” “

-EREMOTEIO
urb  transfer flags

urb

urb

transfer flags

usb_clear_halt

USB

URB_SHORT NOT OK

IN
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int

int

int

int

-ENODEV
USB

-EXDEV

-EINVAL

urb

urb

-ESHUTDOWN
USB

urb

start_frame

interval

urb

urb

urb

-EPROTO

microframe

USB

USB

number of packets

urb

urb USB

error count

USB

urb
USB

USB

usb_submit_urb
USB

urb

-EILSEQ -EOVERFLOW

urb

1/8 urb urb

urb

urb

struct usb_iso packet descriptor iso frame desc[0]

urb

urb

struct usb_iso packet descriptor
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struct usb_iso packet descriptor

unsigned int offset

0
unsigned int length
unsigned int actual length
unsigned int status
struct urb
urb
struct urb
USB urb usb_alloc_urb
struct urb *usb_alloc_urb(int iso_packets, int mem flags) ;
iso_packets urb
urb 0 mem_flags
kmalloc “ ”
urb urb
NULL USB
urb USB
urb
usb_free_urb USB urb

void usb_free urb(struct urb *urb) ;

struct urb urb
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urb
usb_fill_int_urb USB

urb

void usb_fill_int_urb(struct urb *urb, struct usb_device *dev,
unsigned int pipe, void *transfer buffer,
int buffer length, usb_complete t complete,
void *context, int interval);

struct urb *urb

urb

struct usb _device *dev
urb USB

unsigned int pipe
urb USB usb_sndintpipe

usb_rcvintpipe

void *transfer buffer

kmalloc

int buffer length

transfer_ buffer

usb complete t complete

urb

void *context

urb
int interval
urb struct urb
urb
urb urb usb_fill_bulk_urb

void usb_fill bulk_ urb(struct urb *urb, struct usb_device *dev,
unsigned int pipe, void *transfer buffer,
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int buffer length, usb_complete t complete,
void *context) ;

usb_fill_int_urb
urb pipe usb_sndbulkpipe
usb_rcvbulkpipe

usb_fill_int_urb urb transfer flags
urb
urb urb usb_fill_control_urb

void usb_fill control_urb(struct urb *urb, struct usb_device *dev,
unsigned int pipe, unsigned char *setup packet,
void *transfer buffer, int buffer length,
usb_complete t complete, void *context) ;

usb_fill_bulk_urb unsigned char
*setup packet pipe
usb_sndctrlpipe  usb_rcvictrlpipe

usb_fill_control_urb urb transfer flags
“ urb USB "
API
urb
urb urb
USB “ "
urb drivers/usb/media

konicawc.c

urb->dev = dev;

urb->context = uvd;

urb->pipe = usb_rcvisocpipe (dev, uvd->video_endp-1);

urb->interval = 1;

urb->transfer flags = URB_ISO_ASAP;

urb->transfer buffer = cam->sts buf[i];

urb->complete = konicawc_isoc_ irqg;

urb->number of packets = FRAMES PER DESC;

urb->transfer buffer length = FRAMES PER DESC;

for (j=0; j < FRAMES PER DESC; j++) {
urb->iso frame desc[j].offset = j;
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urb->iso frame desc[j].length = 1;
}
urb
urb  USB USB
USB usb_submit_urb
int usb_submit_urb (struct urb *urb, int mem flags);
urb urb mem_ flags kmalloc
USB
urb USB urb
usb_submit_urb
mem_flags
usb_submit_urb
GFP_ATOMIC
. urb tasklet
L]
e current->state TASK_RUNNING TASK_RUNNING
GFP_NOIO
170
GFP_KERNEL
urb
usb_submit_urb urb USB 0
urb urb
USB URB
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urb
. urb OUT urb
INT urb
urb status
o urb
status
. urb USB “ ” usb_unlink_urb  usb_kill_urb
USB urb
urb
urb
urb
usb_kill_urb  usb_unlink_urb USB urb
int usb_kill urb(struct urb *urb);
int usb_unlink urb(struct urb *urb) ;
urb urb
usb_kill_urb urb
usb_unlink_urb USB urb
urb
urb urb USB
urb

URB_ASYNC UNLINK

USB

USB
USB

struct usb_device_id

pci driver

USB
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USB

struct usb_device_ id

~_ule6 match flags
include/linux/
mod_devicetable.h USB_DEVICE ID MATCH_ *
USB_DEVICE

ulé idVendor
USB 1D USB

ulé idProduct
USB 1D 1D 1D

__ulé bcdbDevice lo
__ulé bcdDevice hi

bcdDevice hi

BCD
idvendor idProduct
__u8 bDeviceClass
__u8 bDeviceSubClass
___u8 bDeviceProtocol
USB USB

_u8 bInterfaceClass
_u8 bInterfaceSubClass

u8 bInterfaceProtocol

USB USB

kernel ulong t driver info
USB

PCI
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USB_DEVICE (vendor, product)
struct usb device id ID
USB

USB_DEVICE VER (vendor, product, lo, hi)
struct usb _device id
ID

USB_DEVICE INFO(class, subclass, protocol)

struct usb device id USB
USB_INTERFACE_ INFO(class, subclass, protocol)

struct usb _device id USB

USB USB

struct usb_device_id

/* */

static struct usb device id skel table [ ] = {
{ USB_DEVICE (USB_SKEL VENDOR ID, USB_SKEL PRODUCT ID) },
{ } /* */

}i

MODULE DEVICE TABLE (usb, skel table);

PC MODULE DEVICE TABLE
USB usb

USB

USB struct usb_driver
USB USB USB

struct module *owner
USB USB

THIS MODULE

const char *name
USB

sysfs  /sys/bus/usb/drivers/
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const struct usb device id *id table

struct usb_device id

static struct usb device id usb_ids|[
{.driver info =

{3
}i

int (*probe)
USB

usb_interface

USB USB
USB

driver_ info

1=

a2},

(struct usb_interface *intf, const struct usb device id *id)

USB struct

“

? USB struct usb device id
USB struct usb_interface
0
void (*disconnect) (struct usb_ interface *intf)
USB struct usb_interface
USB USB “
struct usb_driver

static struct usb driver skel driver = {
.owner = THIS MODULE,
.name = "gkeleton",
.id table = skel table,
.probe = skel probe,
.disconnect = skel disconnect,

}i

struct usb_driver

USB
int (*ioctl)
USB
USB
ioctl

(struct usb_interface *intf, unsigned int code, void *buf)

ioctl usbfs
ioctl USB
USB

USB
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int (*suspend) (struct usb interface *intf, u32 state)
USB USB

int (*resume) (struct usb interface *intf)

USB USB
struct usb _driver usb_register_driver struct
usb_driver USB USB
static int __ init usb skel init (void)

{

int result;

/* USB */
result = usb_register(&skel driver);
if (result)
err ("usb register failed. Error number %d", result);

return result;

}

USB struct usb driver
usb_deregister_driver
USB

static void __ exit usb_skel exit (void)

{
/* USB */
usb_deregister (&skel driver) ;

struct usb driver USB

USB

USB
USB
USB USB
USB
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USB USB
USB
IN OUT
/* */
/* IN ouT */
iface desc = interface->cur altsetting;
for (i = 0; 1 < iface desc->desc.bNumEndpoints; ++1) {

endpoint = &iface desc->endpoint[i] .desc;

if (!dev->bulk_in endpointAddr &&

(endpoint->bEndpointAddress & USB _DIR IN) &&

( (endpoint->bmAttributes & USB_ENDPOINT XFERTYPE MASK)

= = USB_ENDPOINT XFER BULK)) {

/* IN */
buffer size = endpoint->wMaxPacketSize;
dev->bulk_in size = buffer size;
dev->bulk in endpointAddr = endpoint->bEndpointAddress;
dev->bulk in buffer = kmalloc (buffer size, GFP_KERNEL) ;
if (!dev->bulk in buffer) {

err ("Could not allocate bulk in buffer");

goto error;

}

if (!dev->bulk out endpointAddr &&
! (endpoint->bEndpointAddress & USB_DIR IN) &&
( (endpoint->bmAttributes & USB_ENDPOINT XFERTYPE MASK)
= = USB_ENDPOINT XFER BULK)) {
/* ouT */
dev->bulk_out_endpointAddr = endpoint->bEndpointAddress;

if (! (dev->bulk in endpointAddr && dev-s>bulk out endpointAddr)) ({
err ("Could not find both bulk-in and bulk-out endpoints");
goto error;

for (i = 0; 1 < iface desc->desc.bNumEndpoints; ++1i) {
endpoint = &iface_ desc->endpoint [i] .desc;
IN

IN USB_DIR_IN bEndpointAddress
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USB_ENDPOINT XFERTYPE MASK bmAttributes
USB_ENDPOINT XFER BULK

if (!dev->bulk in endpointAddr &&
(endpoint->bEndpointAddress & USB_DIR IN) &&
((endpoint->bmAttributes & USB_ENDPOINT XFERTYPE MASK)
= USB_ENDPOINT XFER BULK)) {

/* IN */
buffer size = endpoint->wMaxPacketSize;
dev->bulk in size = buffer size;
dev->bulk in endpointAddr = endpoint->bEndpointAddress;
dev->bulk in buffer = kmalloc (buffer size, GFP_KERNEL) ;
if (!dev->bulk in buffer) ({

err ("Could not allocate bulk in buffer");

goto error;

USB struct usb_interface

usb_set_intfdata

/* */

usb set intfdata(interface, dev);

struct usb_interface

usb_get_intfdata

struct usb_skel *dev;

struct usb_interface *interface;
int subminor;

int retval = 0;

subminor = iminor (inode) ;

interface = usb find interface(&skel driver, subminor) ;
if (!interface) ({
err ("%$s - error, can't find device for minor %4",
__FUNCTION__, subminor);
retval = -ENODEV;
goto exit;

}

dev = usb_get intfdata(interface);
if (!dev) {

retval = -ENODEV;

goto exit;
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usb_get_intfdata USB
USB
USB
USB tty
USB
USB usb_register_dev
USB
/* */
retval = usb_register dev(interface, &skel class);
if (retval) ({
/* */
err ("Not able to get a minor for this device.");
usb_set_intfdata(interface, NULL) ;
goto error;
}
usb_register_dev struct usb_interface struct
usb class driver struct usb class driver
USB USB
char *name
sysfs devfs
sd
devfs usb/fool sysfs fool
usb/foo%d

struct file operations *fops;

struct file operations

mode_t mode;
devfs
S IRUSR S_IWUSR

int minor base;



350

CONFIG_USB_DYNAMIC_ MINORS

udev
/dev
USB
usb_register_dev USB
usb_deregister_dev USB
usb_set_intfdata
struct usb interface NULL

static void skel disconnect (struct usb_interface *interface)

{

struct usb_skel *dev;
int minor = interface-s>minor;

/* skel open() skel disconnect () */
lock kernel();

dev = usb_get_ intfdata(interface);
usb_set intfdata(interface, NULL);

/* */

usb_deregister dev(interface, &skel class);
unlock kernel() ;

/* */
kref put (&dev->kref, skel delete);

info ("USB Skeleton #%d now disconnected", minor) ;

lock_kernel

USB

urb usb_kill_urb
usb_submit_urb

-EPIPE

urb USB
USB

urb

16
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urb

USB

urb

urb = usb_alloc_urb (0, GFP_KERNEL) ;
if (lurb)

retval = -ENOMEM;

goto error;

urb DMA

buf = usb_buffer alloc(dev->udev, count, GFP_KERNEL, &urb->transfer dma) ;
if (lbuf) {
retval = -ENOMEM;
goto error;
}
if (copy from user (buf, user buffer, count)) {
retval = -EFAULT;
goto error;

urb USB

/* urb */

usb_fill bulk urb(urb, dev->udev,
usb_sndbulkpipe (dev->udev, dev->bulk out_endpointAddr),
buf, count, skel write bulk callback, dev);

urb->transfer flags |= URB NO TRANSFER DMA MAP;
urb urb
USB

/* */

retval = usb_submit urb (urb, GFP_KERNEL) ;

if (retval)
err("$s - failed submitting write urb, error %d", __ FUNCTION _, retval);
goto error;

urb USB urb
USB urb skel_write_bulk_callback

static void skel write bulk callback(struct urb *urb, struct pt_regs *regs)

{
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/* sync/async */
if (urb->status &&
! (urb->status = = -ENOENT ||
urb->status = = -ECONNRESET ||
urb->status = = -ESHUTDOWN)) {
dbg ("%s - nonzero write bulk status received: %d",
__FUNCTION_ _, urb->status);

}
/* */

usb_buffer free (urb->dev, urb->transfer buffer length,
urb->transfer buffer, urb->transfer dma) ;

urb urb

-ENOENT -ECONNRESET -ESHUTDOWN

struct urb” urb

urb
urb urb

urb

urb GFP_ATOMIC
USB

urb USB

USB USB

struct urb urb

usb_bulk_msg

usb_bulk_msg USB urb

int usb_bulk msg(struct usb_device *usb dev, unsigned int pipe,
void *data, int len, int *actual_ length,
int timeout) ;

struct usb _device *usb dev
USB
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unsigned int pipe

USB usb_sndbulkpipe
usb_rcvbulkpipe
void *data
ouT IN
int len
data
int *actual length
int timeout
jiffies 0
0 “ struct urb”
urb actual length
/* */

retval = usb_bulk msg(dev->udev,
usb_ rcvbulkpipe (dev->udev, dev->bulk in endpointAddr),
dev->bulk in buffer,
min (dev->bulk _in size, count),
&count, HZ*10) ;

/* */
if (lretval) {
if (copy_to_user (buffer, dev->bulk_in buffer, count))
retval = -EFAULT;
else
retval = count;

IN
USB

usb_bulk_msg
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usb_control_msg

USB usb_control_msg
usb_bulk_msg

int usb_control msg(struct usb device *dev, unsigned int pipe,

__u8 request, __ u8 requesttype,
__ulé value, __ ulé index,
void *data, _ ulé size, int timeout) ;

usb_bulk_msg

struct usb device *dev
USB

unsigned int pipe

USB usb_sndctrlpipe

usb_rcvctrlpipe

__u8 request
USB

__u8 requesttype

USB
__ulé value

USB
__ulé6 index

USB
void *data

OouT

__ulé6 size

data

int timeout

jiffies 0

IN
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request requesttype value index USB USB
USB

usb_bulk_msg usb_control_msg

USB

USB USB

usb_get_descriptor USB

int usb_get descriptor (struct usb_device *dev, unsigned char type,
unsigned char index, void *buf, int size);

USB struct usb device

struct usb device struct usb_ interface

struct usb_device *usb dev
USB

unsigned char type
USB

USB_DT DEVICE
USB_ DT CONFIG

USB_ DT STRING
USB_DT_INTERFACE

USB_DT ENDPOINT

USB DT DEVICE QUALIFIER
USB_DT_OTHER SPEED CONFIG
USB_ DT INTERFACE POWER
USB_DT OTG

USB_DT_DEBUG

USB DT INTERFACE ASSOCIATION
USB DT CS_DEVICE

USB_DT CS_CONFIG

USB DT CS_STRING

USB DT CS_INTERFACE
USB_DT_CS_ENDPOINT
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unsigned char index

void *buf

int size
buf

usb_control_msg

usb_get_descriptor USB

usb_get_string

int usb_get_ string(struct usb_device *dev, unsigned short langid,
unsigned char index, void *buf, int size);

usb_control_msg

UTF-16LE Unicode 16
buf
usb_string USB ISO 8859-1
Unicode 8
USB usb_string
usb_get_string
#include <linux/usb.h>
USB USB

struct usb _driver;
USB

struct usb _device id;
USB
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int usb register (struct usb driver *d);
void usb deregister (struct usb_driver *d);
USB USB

struct usb device *interface to usbdev(struct usb interface *intf)

struct usb_interface * struct usb_device *

struct usb_device;
USB

struct usb_interface;
USB USB USB

void usb_ set intfdata(struct usb interface *intf, void *data) ;
void *usb _get intfdata(struct usb_interface *intf);

struct usb interface

struct usb class_driver;
USB USB

int usb register dev(struct usb interface *intf, struct usb class driver
*class driver) ;
void usb deregister dev(struct usb interface *intf, struct usb class driver
*class_driver) ;
struct usb interface * struct

usb class driver *

struct urb;
USB

struct urb *usb_alloc urb(int iso_packets, int mem flags);
void usb free urb(struct urb *urb) ;

struct urb *

int usb submit urb(struct urb *urb, int mem flags);
int usb_kill urb(struct urb *urb);
int usb unlink urb(struct urb *urb) ;

USB
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void usb fill int urb(struct urb *urb, struct usb device *dev, unsigned int
pipe, void *transfer buffer, int buffer length, usb complete t complete,
void *context, int interval);

void usb fill bulk urb(struct urb *urb, struct usb device *dev, unsigned int
pipe, void *transfer buffer, int buffer length, usb complete t complete,
void *context) ;

void usb fill control urb(struct urb *urb, struct usb device *dev, unsigned
int pipe, unsigned char *setup packet, void *transfer buffer, int
buffer length, usb complete t complete, void *context) ;

struct urb USB

int usb bulk msg(struct usb device *usb dev, unsigned int pipe, void *data,
int len, int *actual length, int timeout) ;

int usb _control msg(struct usb device *dev, unsigned int pipe, _ u8 request,
__u8 requesttype, _ ul6 value, __ ulé index, void *data, __ ulé6 size,
int timeout) ;

struct urb USB



